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Abstract

Cyberstalking poses a significant international threat due to
the large number of individuals affected worldwide and the
severe nature of many incidents, which can be violent. Perpe-
trators often employ cellular GPS tracking devices to follow
drivers or passengers in transit, exploiting the fact that these
vehicles aren’t linked to Wi-Fi or Bluetooth networks. Adding
to the issue are factors such as the low initial cost of these
devices, their easy availability online, and their small size
which allows them to be concealed in a target’s vehicle. To
our knowledge, no previous research addresses the detection
of clandestine cellular devices, making this study the first to
introduce an affordable and practical solution for would-be
victims. Our research is specifically dedicated to identify-
ing hidden 4G LTE IoT cellular GPS tracking devices on or
in a vehicle. We present an innovative algorithm designed
for effective uplink frequency analysis, enabling dependable
detection within a three-foot range when utilizing standard
commercial hardware. This study aims to improve the privacy
and security within the vehicular community.

1 Introduction

Each year in the United States, approximately 13.5 million
individuals experience stalking [16], and on a global scale,
in 2011, the number of victims was more than 18.75 mil-
lion [50]. In 2019, of all stalking victims in the U.S., 80 per-
cent, equating to 2,738,470 people, experienced stalking by
technological means [33]. In the same year, electronic devices
or applications were used to monitor 14 percent of victims,
which is equivalent to 394,000 people [33]. A significant num-
ber of victims were stealthily tracked using concealed cellular
GPS devices placed on or within their vehicles. Unfortunately,
some victims faced violent attacks and were murdered after
being monitored in their vehicles [24, 31, 51, 52]. In other
unfortunate instances, thieves broke into homes after tracking
homeowners who drove away from their homes [21]. The
proliferation of low-cost, off-the-shelf Global Positioning Sys-
tem (GPS) tracking devices has introduced significant privacy

Patrick Zielinski
New York University

Danny Yuxing Huang
New York University

and security concerns for individuals targeted by cyberstalk-
ing, intimate partner surveillance (IPS), and burglary crimes.
Cellular GPS vehicle trackers utilize 4G Long Term Evo-
lution (LTE) Internet of Things (IoT) networks to transmit
real-time location data, often without the knowledge or con-
sent of the vehicle’s owner. 4G LTE GPS cellular vehicle
tracking devices function in the dedicated narrowband IoT
spectrum. These trackers typically utilize one of the two sec-
tions of the 4G LTE spectrum, as shown in Table I, NB-IoT
(Narrow Band IoT) (also known as LTE Cat NB1 / NB2) or
LTE-M (also known as eMTC and LTE Cat M1/M2 proto-
cols) [38, 53]. These devices can be discreetly attached to
vehicles, allowing malicious actors to remotely monitor the
movement of individuals. Despite increasing risks, existing
techniques for detecting hidden GPS tracking devices have
been shown to be woefully inadequate [14].

By providing a cost-effective and accessible means for
detecting covert GPS tracking, our research aims to mitigate
the risks associated with illicit surveillance and strengthen the
security of individuals, businesses, and communities.

This paper contributes the first usable and scalable solution
for detecting 4G LTE IoT cellular GPS vehicle trackers with-
out requiring prior knowledge of their network configuration,
using inexpensive commodity hardware and a novel detection
method. We detail our experimental validation, including real-
world testing with commercially available tracking devices,
to assess detection accuracy and feasibility. We also discuss
broader implications for privacy protection, limitations of
our current approach, and future directions for adapting this
methodology to next-generation cellular networks, including
5G and beyond.

2 Related Work

With the exception of work [22, 28] shown in Table 2, cur-
rent studies targeting 4G LTE network vulnerabilities require
the capture of downlink cellular radio signals from the cell
tower to mobile device [12,20,23,27,39]. This presents a
challenge because it requires filtering out the background



Table 1: Comparison of LTE Cat-M (also known as LTE-M) and NB-IoT capabilities [35]

LTE-M NB-IoT

Also known as eMTC, LTE Cat-M1 LTE Cat-NB1

Specification Based on LTE Based on a subset of LTE

Bandwidth 1.08Mhz (equivalent to an LTE channel) 180KHz (fits into a GSM channel)

Max throughput 360 kbps 30/60 kbps

Network deployment | Relatively easy for operators to add to existing LTE | Easier for operators with GSM networks to incor-
networks porate

Frequency deploy- | LTE in-band LTE in-band, LTE guard band, and GSM repurpos-

ment ing

Voice/data support Voice and date Data only

Range Up to 4x Up to 7x

Mobility/cell reselec- | Yes Limited

tion

Module size Suitable for wearables Suitable for wearables

Power consumption Up to 10 years of battery lifetime Up to 10 years of battery lifetime

noise of all cellular signals that the tower is continuously
transmitting to numerous mobile devices. GPS vehicle tracker
devices connected to cellular networks transmit a signal at
very low power to preserve their limited battery life. Tradi-
tional detection methods focus on electromagnetic radiation
(EMR) analysis [29,41], which requires expensive specialized
equipment and manual vehicle sweeps with short-range ef-
fectiveness. There is previous work [40] on detecting hidden
Wi-Fi IoT devices and other work [43] on active attacks on
LTE IoT cellular networks. To our knowledge, there is no
open source practical solution that allows everyday users to
passively detect uplink transmissions from hidden 4G LTE
cellular GPS vehicle tracking devices, which specifically op-
erate on LTE IoT cellular networks, in real-world scenarios,
without requiring any prior knowledge about the hidden de-
vice.

4G LTE localization attacks: Previous research by Ko-
tuliak et al. [28] has examined LTE vulnerabilities and pas-
sive localization attacks, using uplink transmissions, from
smartphone cellular devices operating on standard LTE radio
spectrum, but it does not discuss devices that use LTE loT
radio spectrum, which GPS trackers use. Related research
by Hoang et al. [22] does not address the identification of
nearby devices or the discovery of hidden devices. Specifi-
cally, their solution "LTESniffer", the first open source 4G
LTE uplink transmission sniffer, was verified by testing and
consulting with the authors to not detect the uplink of 4G LTE
IoT devices when they are operating in the dedicated cellular
IoT spectrum, such as the GPS vehicle tracking devices that
we focus on here. We discovered the capability to uncover
hidden 4G LTE IoT cellular GPS vehicle tracking devices
without prior knowledge of the device. We also perform this
passively without using a radio transmitter, unlike other active

attacks, such as setting up fake cellular radio base stations. In
the United States, the Federal Communication Commission
(FCC), under the Communications Act of 1934, as amended,
prohibits unauthorized and unlicensed operation of a radio
frequency station, including cellular transmission. It also pro-
hibits the operation of equipment designed to interfere with
cell phone communications [19].

Cyberstalking attacks: As far as we are aware, our study
is a pioneer in its emphasis on a vehicle-centric cellular cyber-
stalking threat model. An attacker seeking to track a vehicle
without sharing access or ownership with the victim would
affix a budget-friendly GPS tracker on the vehicle’s exterior
or underneath, often utilizing a magnetic attachment. This
tracker acquires location data from GPS satellites and peri-
odically communicates this data to the cellular network upon
motion detection [48]. A mobile cellular device will usually
connect to the nearest cell tower that offers the strongest sig-
nal. In addition, the device records the next strongest signal
from the next closest tower. As the device progresses away
from a particular tower, it changes from one tower to another
to ensure consistent cellular network connectivity [44]. Our
proposed solution must consider the mobility inherent in a
vehicle-based cyberstalking threat model and attacker and
must quickly and accurately identify the cellular carrier and
the LTE IoT uplink frequency band used by the tracker, even
if there is a change in the frequency bands due to cell tower
transitions.

GPS device localization: In Table 3, we draw a clear
comparison between our research and the study by Li et
al. [29] that addresses the detection of covert GPS vehicle
tracking devices. While their methodology does not identify
cellular signals, it successfully detects GPS tracking devices



Table 2: Comparison with existing work on localization and spying attacks on hidden 4G LTE cellular devices.

No Prior

Work Knowledge Required

Passive Attack

Hidden Cellular

Uplink Monitoring | IoT Device Detection

Kohls et al. [27]
Bae et al. [12]
Rupprecht et al. [39]
Fraunholz et al. [20]
Hoang et al. [22]
Hong et al. [23]
Kotuliak et al. [28]
This Paper

SX XXX XXX

Table 3: Comparison with existing work on detecting hidden
GPS vehicle tracking devices.

Liet al. [29] This Paper

Requires a connected lap- | No laptop needed for de-

top for detection tection

Maximum detection | Maximum reliable detec-

range 0.61m tion range 0.91m, usable
beyond 0.91m with less
accuracy

Relatively expensive | Relatively inexpensive

(>$400) (<$150)

Can only detect GPS
tracker device via side

Can detect any cellular
device including GPS ve-

channel EMR hicle trackers and cam-
eras

Not a standalone solution | Portable and standalone
solution

Can detect passive GPS | Cannot detect passive

trackers (non-cellular) GPS trackers (non-
cellular)

through the analysis of electromagnetic radiation from the
side channel (EMR). Their detection capability extends to
arange of 0.61 meters and is exclusively designed for GPS
tracker devices. Due to this limited range, a meticulous
inspection of the vehicle is necessary. It is ineffective in
identifying other cellular devices, such as GPS tracking

applications on smartphones or concealed cellular cameras.

In addition, their approach involves relatively expensive
hardware, priced at more than $400. Also, their approach
lacks portability and user-friendliness, since it requires a
connection to a laptop. In contrast, our approach has shown a
reliable detection range of at least 3 feet, enhancing its ability
to detect beyond just GPS trackers. Our approach employs
inexpensive off-the-shelf hardware priced around $150 and
functions as a fully portable stand-alone unit that does not
need to be connected to a computer during scanning. We
recognize that their approach might be more suited for GPS
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trackers that are non-cellular and store position data locally.

In this paper, we present our novel methodology for
passively detecting nearby 4G LTE IoT cellular GPS tracking
devices, a topic previously unexplored. This research is a
pioneering work that combines all of these aspects to identify
hidden cellular devices. We introduce an algorithm and
technique that allow for the quick detection of these devices
and potentially any other hidden IoT devices that operate
over the same networks.

3 Research Questions

In this paper, we seek to answer several research questions
on the detection of hidden 4G LTE IoT cellular devices in
general, which we can then apply to our specific study on the
detection of hidden 4G LTE IoT GPS tracking devices.

* RQ1: What is the speed and precision with which one
can identify the uplink frequency ranges for each car-
rier’s local cellular towers? Is it feasible to promptly and
straightforwardly identify the cellular carriers operating
in the nearby cell towers, subsequently determine the
LTE IoT frequency bands in operation, and then iden-
tify the LTE IoT uplink frequencies for each band for
scanning purposes?

* RQ2: By concentrating on the uplink signal to detect
hidden devices, despite its significant weakness relative
to the downlink signal from the cell tower by a factor of 2,
could detection be more efficient due to the reduced need
to filter downlink interference and lower noise figure?
See Table 4 for a comparison of the transmission power
and noise figures of the uplink and downlink.

* RQ3: Could utilizing a portable and inexpensive stan-
dard radio frequency spectrum analyzer called tinySA
(the tiny spectrum analyzer shown in Figure 1) be capa-
ble of identifying 4G LTE IoT cellular signals?

* RQ4: What is the maximum distance from which the
tinySA can detect signals? Considering that the uplink



Table 4: NB-IoT and LTE Cat-M transmit power and noise gure assumptions [32].

NB-IoT Downlink | NB-loT Uplink | LTE Cat-M Downlink | LTE Cat-M Uplink
Transmit Power 46 dBm 23dBm 43 dBm 23 dBm
Noise Figure 9dB 5dB 5dB 3dB

transmission from an LTE IoT device is signi cantly
weaker compared to the downlink [32], to what extent is
the detection of such low-power signals restricted?

4 Challenges

Detecting concealed cellular devices presents notable
challenges, and we will examine each of these:

Challenge 1:Identifying the cellular network provider to
which the device is connected, which differs depending on
the country and region in which it is used. Figure 1: The tinySA Ultra portable mini spectrum analyzer
NB-loT caters to low-bandwidth 10T devices, offering a covers a frequency range of 100 kHz to 5.3 GHz and costs
maximum data transmission rate of 100 kbps. In contrast,approximately $150 on Amazon [7].

LTE Cat-M supports a higher maximum data rate of 1
Mbps [35]. In the United States, cellular carriers have

assigned speci ¢ parts of their spectrum for both protocols. Table 5: AT&T LTE Bands (US) [10].

However, AT&T has announced plans to discontinue its Band | Uplink (in MHz) | Downlink (in MHz)
NB-IoT service in early 2025 [25]. 4G LTE loT spectrum 2 1850 — 1910 1930 - 1990
shares parts of existing LTE frequency bands allocated to 4 1710 - 1755 2110 - 2155
cellular carriers around the world. 12 699 — 716 729 — 746

Challenge 2:1dentifying the cellular frequency bands linked
to the carrier, which differ depending on the country and
region in which they operate. frequency channels. [37].

Challenge 3:ldentifying which frequency bands are used at

local cell sites that support the carrier network. In the United

States, Table 5 illustrates that AT&T utilizes 4G LTE bands

2, 4, and 12 [10]. As shown in Table 6, T-Mobile utiizes © Methods

4G LTE bands 2, 4, 5, 12, 66, and 71 [42]. Table 7 indicates )

that Verizon uses 4G LTE bands 2, 4, 5, 13, and 66 [38]. In this study, we propose a novel and low-cost method to de-
These LTE bands include both the NB-loT and LTE Cat-M tect hidden 4G LTE IoT cellular GPS vehicle tracking devices
protocols. Although our study focused speci cally on 4G using widely ava_ilaple spectrum analys!s tools. Our approach
LTE 0T cellular networks in the United States, the principles focuses on monitoring the LTE IoT uplink frequency bands,
should be applicable to any cellular network provider around allowing us to isolate signals transmitted from concealed
the world. tracking devices to nearby cell towers. Unlike downlink mon-
Challenge 4: Determining the cellular uplink frequencies itoring, which requires complex ltering to distinguish target
that correspond to the active frequency bands used by eaclsignals from broader cellular traf ¢, our method provides a
carrier in the local cell tower.

Challenge 5:Performing a rapid scan of the cellular uplink

frequency band in the carrier's local cell tower to detect Table 6: T-Mobile LTE Bands (US) [42].
the uplink ;lgnal from a cellular device. For reference, A.'G. Band | Uplink (in MHz) | Downlink (in MFz)
LTE scanning poses more challenges compared to Wi-Fi 5 1850 — 1910 1930 — 1990
channel scanning. Wi-Fi comprises 88 individual channels 7 1710 1755 5110 — 2155
in the 2.4 GHz, 5 GHz, and 6 GHz bands [17]. Each Wi-Fi o 854 =849 869 —894
channel functions on a different radio frequency within

the designated Wi-Fi band. In contrast, 4G LTE bands 12 699 - 716 729 - 746
encompass broad swaths of numerous radio frequency bands 66 17101780 2110 — 2200
with thousands of radio frequencies and do not use single £ 663 — 698 617 -652



lated signals.

Table 7: Verizon LTE Bands (US) [38]. We sought to identify the ability of the tinySA to effectively

Band | Uplink (in MHz) | Downlink (in MHz) identify cellular transmissions from the 4G LTE IoT GPS
2 1850 - 1910 1930 - 1990 tracker and determine whether unwanted foreign cell signals
4 1710-1755 2110 - 2155 can be ignored or ltered ef ciently. We captured signals in
5 824 — 849 869 — 894 real time by enabling the maximum hold / maximum decay
13 777 —-787 746 — 756 function on the tinySA. This function holds the displayed
66 1710-1780 2110 — 2200 signal peaks on the screen in maximum hold mode, and addi-

tionally diminishes them slowly over the course of 20 seconds
in maximum decay mode, so that we can easily observe and

more precise and ef cient mechanism to identify unautho- capture signal peaks that are signi cantly stronger than the
rized tracking devices. The objective of this research is to baseline noise signal levels. Each tinySA capture generates
develop a technical method to quickly and reliably identify a CSV (comma separated value) le of the entire radio band
hidden 4G LTE loT cellular GPS tracking devices that are we are scanning and contains signal strength values in dBm
mounted within or attached externally to a vehicle, using af- (decibel milliwatts) for every frequency. We drive the vehicle
fordable and easily accessible tools. In addition, the studyto generate cellular transmissions from the hidden cellular
seeks to create an algorithm that can enhance awareness o®hicle tracker and watch for large signal peaks at xed reg-
the local cellular network environment, facilitating directed ular timing intervals, such as every minute, as was the case
scanning of the frequency spectrum. In the subsequent discusfor most of our devices. We simpli ed the frequency ranges
sion, we discuss strategies to enhance the dependability of thehecessary for scanning by focusing only on the pertinent fre-
results while also reducing the time required to yield these quency bands that correspond to nearby cell towers, facilitated
results by employing a portable and cost-effective device. We by an understanding of the uplink frequency bands utilized by
present an algorithm and detection framework that leveragesregional cell tower carriers. We ensured the trustworthiness
a portable, standalone spectrum analyzer to scan for cellularof the identi ed 4G LTE loT cellular network traf ¢ data by
GPS tracker transmissions. corroborating them with veri ed ground truth data.

For the rst and second challengeswe reference tables
of known cellular LTE loT frequency bands assigned to each g 1 Determining Cellular Carrier Uplink Fre-
carrier that operates in the local region where we conduct our quency In Use
detection, such as those in Tables 5, 6, and 7 for the United
States. We verify the appropriate 4G LTE loT frequency bands In Table 8, we summarize our evaluation of the ve top highly
aligning them with established authentic data, utilizing pub- rated 4G LTE and "5G" cellular GPS vehicle trackers available
licly available APIs alongside databases of existing cellular for purchase on Amazon, shown in Figure 2. When search-
towers. ing for "4G LTE GPS" and sorting by "Best Sellers", Tracki

For the third and fourth challenges, we created a novel  was ranked third [8] and offered the most affordable price at
technique to determine the uplink frequencies of local 4G $9.88. Under the "Featured" sort option, Amcrest was ranked
LTE IoT cell towers, querying a public API to determine their  rst [3]. For the query "GPS Tracker" sorted by "Featured,"
cellular identi er, ltered by those only operating on the LTE  Tracki held the rst position [8]. Searching for "5G Tracker,"
and NB 10T radio spectrum. We then query a public website LoneStar ranked rst in "Featured" and third among "Best
using the cellular identi er we retrieved to obtain the specic  Sellers" [5]. Meanwhile, iTrail secured the third spot in the
uplink frequency and its corresponding LTE band to scan.category "Featured" for "5G GPS Tracker" [6]. The Brick-
The given frequency represents the center of the uplink bandhouse and Amcrest trackers were the second and third least
but uplink signals can be detected anywhere in that radio expensive, priced at $19.95 and $29.99, respectively [3, 4].
passband. By concentrating on the uplink, we can avoid the By analyzing the radio frequency spectrum, our tests
need to track the noisy and congested downlink. Monitoring showed that the devices operate in the 4G LTE band 2 or
the downlink complicates the differentiation of devices and the 4G LTE band 12, on the AT&T and T-Mobile networks,
increases the potential for false positives. respectively, as shown in Table 9. The term "5G" used by

Forthe fth challenge, we performed a novel approach us- some of the trackers was determined to be a marketing term
ing the tinySA and evaluated the practicality of detecting 4G as the devices actually use 4G LTE spectrum, not 5G spectrum.
LTE 10T cellular radio signals transmitted by a concealed GPS We did not test any devices on the Verizon network.
tracker within a vehicular environment. We set the tinySAto  Our GPS devices are equipped with an internal accelerom-
scan the uplink bands determined in the previous steps. Weeter that initiates cellular data transmissions after any move-
wanted to pay attention to the lower power uplink segment ment or handling. Our evaluation aimed to include a range
of the IoT device to lessen interference from alternative cell of devices, speci cally those that operate in LTE bands 2
towers and substantially diminish the need to Iter out unre- and 12, and operate on AT&T and T-Mobile networks. In



Table 8: The 4G LTE IoT cellular GPS vehicle tracking devices we evaluated in this study.

Make Model Reporting | Cellular Purchase | Monthly LTE Bands
Interval Carrier Price on| Service
Amazon Charge
(2024)
LoneStar | Oyster3-4G 5 minutes | AT&T $149.92 $14.95 1/2/3/4/5/8/12/13
/18/19/20/26/28[30]
iTrail GPS903-4G 1 minute | T-Mobile | $189 $12.99 214112 [26]
Brickhouse| Spark Nano 7 1 minute | AT&T $19.95 $29.99 1/2/3/4/5/8/712/
13/18/19/20/25/26/
271/28/66/71/85[13]
Tracki TRKMO010B 1 minute | T-Mobile | $9.88 $19.95 1/2/3/4/5/7/8/12/
13/17/18/19/20/25
/26741 [49]
Amcrest | AM-GL300W- 1 minute | AT&T $29.99 $42.99 2/4112713][9]
4G

Table 9: The 4G LTE IoT cellular GPS vehicle trackers that
we tested and the uplink frequencies that we captured, by
carrier and LTE band.

Carrier LTE | Uplink Tracker
Band

AT&T 2 1855 MHz none

AT&T 12 709 MHz Amcrest,
Brickhouse,
LoneStar

T-Mobile 2 1877.5 MHz | Tracki

T-Mobile | 12 701.5 MHz iTrall

the specic 4G LTE loT frequency bands and associated

uplink frequencies employed by that carrier at cell towers

in the immediate vicinity. The typical coverage radius of a
: ) : . cell tower is 1 to 3 miles, and in dense urban environments,
Figure 2: The 4G LTE loT cellular GPS vehicle tracking the coverage of a cell tower usually reaches 0.25 to 1 mile

devices that we tested (clockwise, from upper left): Tracki . : ;
TRKMO10B [49], iTrail GPS903-4G [26], Brickhouse Spark before handing off a connection to another nearby cell site [1].

Nano 7 [13], Amcrest AM-GL300W4G [9], and LoneStar

Oyster3-4G [30] Every 4G LTE cell site consists of a base station that is

identi ed by a 20-bit or 28-bit eNodeB (evolved NodeB) iden-
ti er. This serves as its unique identi er within the carrier
. . ) ... cellular network. The ECI (Evolved Universal Terrestrial Ra-
particular, one of our test devices incorporates a distinctive yiy access Network Cell Identi er), also known as a cellular
Wi-Fi receiver, enabling it to determine its location by scan- jgenti er or cellid, is used to distinctly identify a cell within
ning nearby Wi-Fi networks when GPS signals are lacking. In 5 arrier's Public Land Mobile Network (PLMN). The cell
addition, it features a Bluetooth radio for tracking the device yenti er is calculated by multiplying 256 by the eNodeB
by the owner through a smartphone application. Our researchigent er and then adding the result to the local tower's cell
is concentrated exclusively on the cellular radios present in , mper (0-255 per eNodeB). The ECI can address up to 256
these devices. cells per eNodeB, depending on the length of the eNodeB
To locate hidden 4G LTE GPS vehicle trackers, we must identi er [11] [45]. By analyzing this information in real time
identify the 4G LTE loT cellular service provider network based on our current location, we can perform reliable and
that is used by the hidden device. Then we need to determinerapid scans of the radio spectrum that the hidden device is
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